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A B S T R A C T

Background

Reducing the transmission of severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2) is a global priority. Contact tracing identifies
people who were recently in contact with an infected individual, in order to isolate them and reduce further transmission. Digital
technology could be implemented to augment and accelerate manual contact tracing. Digital tools for contact tracing may be grouped
into three areas: 1) outbreak response; 2) proximity tracing; and 3) symptom tracking. We conducted a rapid review on the eIectiveness
of digital solutions to contact tracing during infectious disease outbreaks.

Objectives

To assess the benefits, harms, and acceptability of personal digital contact tracing solutions for identifying contacts of an identified positive
case of an infectious disease.

Search methods

An information specialist searched the literature from 1 January 2000 to 5 May 2020 in CENTRAL, MEDLINE, and Embase. Additionally, we
screened the Cochrane COVID-19 Study Register.

Selection criteria

We included randomised controlled trials (RCTs), cluster-RCTs, quasi-RCTs, cohort studies, cross-sectional studies and modelling studies,
in general populations. We preferentially included studies of contact tracing during infectious disease outbreaks (including COVID-19,
Ebola, tuberculosis, severe acute respiratory syndrome virus, and Middle East respiratory syndrome) as direct evidence, but considered
comparative studies of contact tracing outside an outbreak as indirect evidence.

The digital solutions varied but typically included soKware (or firmware) for users to install on their devices or to be uploaded to devices
provided by governments or third parties. Control measures included traditional or manual contact tracing, self-reported diaries and
surveys, interviews, other standard methods for determining close contacts, and other technologies compared to digital solutions (e.g.
electronic medical records).
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Data collection and analysis

Two review authors independently screened records and all potentially relevant full-text publications. One review author extracted data for
50% of the included studies, another extracted data for the remaining 50%; the second review author checked all the extracted data. One
review author assessed quality of included studies and a second checked the assessments. Our outcomes were identification of secondary
cases and close contacts, time to complete contact tracing, acceptability and accessibility issues, privacy and safety concerns, and any other
ethical issue identified. Though modelling studies will predict estimates of the eIects of diIerent contact tracing solutions on outcomes of
interest, cohort studies provide empirically measured estimates of the eIects of diIerent contact tracing solutions on outcomes of interest.
We used GRADE-CERQual to describe certainty of evidence from qualitative data and GRADE for modelling and cohort studies.

Main results

We identified six cohort studies reporting quantitative data and six modelling studies reporting simulations of digital solutions for contact
tracing. Two cohort studies also provided qualitative data. Three cohort studies looked at contact tracing during an outbreak, whilst three
emulated an outbreak in non-outbreak settings (schools). Of the six modelling studies, four evaluated digital solutions for contact tracing
in simulated COVID-19 scenarios, while two simulated close contacts in non-specific outbreak settings.

Modelling studies

Two modelling studies provided low-certainty evidence of a reduction in secondary cases using digital contact tracing (measured as
average number of secondary cases per index case - eIective reproductive number (R eI)). One study estimated an 18% reduction in R eI
with digital contact tracing compared to self-isolation alone, and a 35% reduction with manual contact-tracing. Another found a reduction
in R eI for digital contact tracing compared to self-isolation alone (26% reduction) and a reduction in R eI for manual contact tracing

compared to self-isolation alone (53% reduction). However, the certainty of evidence was reduced by unclear specifications of their models,
and assumptions about the eIectiveness of manual contact tracing (assumed 95% to 100% of contacts traced), and the proportion of the
population who would have the app (53%).

Cohort studies

Two cohort studies provided very low-certainty evidence of a benefit of digital over manual contact tracing. During an Ebola outbreak,
contact tracers using an app found twice as many close contacts per case on average than those using paper forms. Similarly, aKer a
pertussis outbreak in a US hospital, researchers found that radio-frequency identification identified 45 close contacts but searches of
electronic medical records found 13. The certainty of evidence was reduced by concerns about imprecision, and serious risk of bias due to
the inability of contact tracing study designs to identify the true number of close contacts.

One cohort study provided very low-certainty evidence that an app could reduce the time to complete a set of close contacts. The certainty
of evidence for this outcome was aIected by imprecision and serious risk of bias. Contact tracing teams reported that digital data entry
and management systems were faster to use than paper systems and possibly less prone to data loss.

Two studies from lower- or middle-income countries, reported that contact tracing teams found digital systems simpler to use and generally
preferred them over paper systems; they saved personnel time, reportedly improved accuracy with large data sets, and were easier to
transport compared with paper forms. However, personnel faced increased costs and internet access problems with digital compared to
paper systems.

Devices in the cohort studies appeared to have privacy from contacts regarding the exposed or diagnosed users. However, there were risks
of privacy breaches from snoopers if linkage attacks occurred, particularly for wearable devices.

Authors' conclusions

The eIectiveness of digital solutions is largely unproven as there are very few published data in real-world outbreak settings. Modelling
studies provide low-certainty evidence of a reduction in secondary cases if digital contact tracing is used together with other public health
measures such as self-isolation. Cohort studies provide very low-certainty evidence that digital contact tracing may produce more reliable
counts of contacts and reduce time to complete contact tracing. Digital solutions may have equity implications for at-risk populations with
poor internet access and poor access to digital technology.

Stronger primary research on the eIectiveness of contact tracing technologies is needed, including research into use of digital solutions in
conjunction with manual systems, as digital solutions are unlikely to be used alone in real-world settings. Future studies should consider
access to and acceptability of digital solutions, and the resultant impact on equity. Studies should also make acceptability and uptake a
primary research question, as privacy concerns can prevent uptake and eIectiveness of these technologies.

P L A I N   L A N G U A G E   S U M M A R Y

Are digital contact tracing technologies e4ective during infectious disease outbreaks?

Why is this question important?
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The global COVID-19 pandemic highlights the importance of accurate and timely contact tracing. Contact tracing tells people that they
may have been near someone with - or showing symptoms of - an infectious disease, allowing them to self-isolate and helping to stop the
spread of infection. Traditionally, contact tracing begins with notification that someone has an infectious disease. They are asked to recall
their contacts, going back two to three days before symptom onset. This is time-consuming and may not always give a complete picture,
so digital aids could help contact tracers.

Digital contact tracing uses technology to track and trace contacts. Individuals download an app onto their smartphones and record
location and symptom information, or their devices might use location-finding technology, like Bluetooth or GPS (global positioning
system). If the user is infected, the technology identifies close contacts and/or secondary infections (people to whom they passed the
disease), and informs people whom they have been near. The technology identifies where the infection was passed on and its duration
(the context).

However, problems may occur where access to technology is limited, in low-income settings or for elderly people, for example. Also, some
people see it as an invasion of privacy and are suspicious of how their data will be used.

We wanted to know whether digital contact tracing, compared to manual contact tracing, is eIective in reducing the spread of infection, as
measured by secondary infections, identifying close contacts, tracing a complete set of contacts, and identifying the context of infection.

What did we do?

We searched medical databases for studies that assessed digital contact tracing. We preferred studies set during infectious disease
outbreaks, which assessed real people in real time, but we included studies in any setting and of any design.

To answer our question quickly, we shortened some steps of the Cochrane review process, however, we are confident in our conclusions.

What we found

We found 12 relevant studies. Six assessed the eIectiveness of digital contact tracing on specific groups (cohorts) of people: three during
an outbreak (Ebola in Sierra Leone; tuberculosis in Botswana; and whooping cough (pertussis) in USA); and three replicated an outbreak in
schools to assess systems for identifying close contacts of participants. The remaining six were modelling studies, which simulated digital
contact tracing.

Main results

Digital contact tracing with self-isolation probably reduces the number of secondary infections, but not as much as manual contact tracing
with self-isolation (2 modelling studies).

Digital contact tracing found more close contacts in two outbreaks than manual (2 studies in USA and Sierra Leone). Devices in non-
outbreak settings can identify more close contacts than self-reported diaries or surveys.

An app may reduce the time to complete a set of close contacts (1 study). Digital systems were faster to use than paper systems for recording
new contacts and monitoring known contacts, and possibly less prone to data loss.

Problems with system access (2 studies) included patchy network coverage, lack of data, technical problems and higher staI training
needs. Contact tracers' personal expenses increased (1 study) due to travel and recharging phone batteries. Devices all appeared to protect
diagnosed users from contacts, snoopers and authorities but one app's users were members of public health agencies. Studies recorded
stolen hardware (second-hand mobile phones); reported that paper forms were "oKen lost", and that digital data were password protected
(2 studies) and encrypted (1 study).

We found no evidence on contextual information and acceptability.

What this means

It is unlikely that digital technologies would be the sole method of contact tracing during an outbreak; they would probably be used
alongside manual methods. Unfortunately, the technology is largely unproven in real-world outbreak settings and none of our included
studies assessed digital plus manual contact tracing with digital contact tracing alone. Our included studies assessed diIerent technologies
and used diIerent methods from each other, so we are uncertain about their evidence.

Governments that implement digital contact tracing should ensure that at-risk populations are not disadvantaged and take privacy
concerns into account.

This review is up to date to May 2020.
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B A C K G R O U N D

As of 28 July 2020, the coronavirus (COVID-19) pandemic had
resulted in 16,341,920 confirmed cases and 650,805 deaths globally
(WHO 2020a). As the international health community struggles to
cope with healthcare systems working beyond their capacities,
the World Health Organization (WHO) and several countries are
exploring how technology may help to address this public health
crisis.

Contact tracing, identifying people who were in contact with an
infected individual, is a key component in preventing the spread of
infectious diseases. Although settings and disease types determine
the length of time that contact tracers will follow-up with cases,
contact tracing and subsequent isolation has been shown to reduce
transmission of infectious diseases (Faye 2015). Traditional contact
tracing typically begins upon notification of a case of an infectious
disease. For example, with COVID-19 a patient would be notified of
their positive test result and then interviewed so that they could
recall their contacts (going back typically two to three days before
symptom onset). Then, the contacts are notified that they have
been exposed to an active case and informed that they should self-
isolate and possibly test themselves.

Currently, the scale of COVID-19 infections has outstripped
governments’ capacities to conduct manual contact tracing
(Ferretti 2020). Existing contact tracing practices are resource-
intensive, slow and oKen subject to recall bias (Kretzschmar 2020).
For example, in New Zealand, contact tracing for a single individual
took a team of three to five contact tracers several days to complete
and the contact tracing system was overwhelmed with only 80
daily cases (Verrall 2020). Manual contact tracing processes are also
limited to the recall of participants, who may not remember every
clinically relevant interaction nor know identifiable information for
their close contacts (e.g. names, phone numbers).

In response, many countries are investigating and deploying
technology solutions to augment and accelerate manual contact
tracing (Ferretti 2020). The WHO categorises digital tools for contact
tracing into three areas:

1. outbreak response tools;

2. proximity tracing tools; and

3. symptom tracking tools (WHO 2020b).

Outbreak response tools relate to the management of cases
and their contacts through electronic data entry of case and
contact information. Proximity tracing tools focus on tracing the
movements of individuals to identify people who may have been
exposed to an infected person. Symptom tracking tools typically
rely on routinely collecting self-reported signs and symptoms to
assess the prevalence of the disease by time and place that can help
inform contact tracing processes. For each type of digital solution,
the process can be manual or automatic or a blend of both. For
example, manual proximity tracing tools can rely on users scanning
on entry into stores using QR codes, while automated tools may
automatically register your visit using Bluetooth or GPS technology.

The weigh-up in eIectiveness and privacy that takes place when
an individual decides whether to download and use an app is
clearly demonstrated in research conducted by Kaptchuk and
colleagues, which reported that 70% to 80% of respondents would
be willing to install a hypothetical COVID-19 contact tracing app

that is 100% private and 100% accurate in identifying contacts of
cases (Kaptchuk 2020). This proportion decreases (50% to 60%)
when either the accuracy or privacy of the app is not specified to
individuals. Further, when weighing up the required level of app
eIectiveness (both considering public health benefit and individual
benefit), for every 1% reduction in infection rate oIered by an
app, respondents were 5% more likely to adopt such an app.
Such findings speak to the combined impact that eIectiveness and
privacy will play in the future success of digital contact tracing
technologies.

Digital contact tracing may have advantages in terms of accuracy
or speed of contact tracing, but also present real risks if poorly
designed or if introduced without the appropriate safeguards
(Grundy 2019a; Grundy 2019b; WHO 2020c). For example, digital
solutions could exacerbate existing health inequities as people
living in high deprivation, the elderly and ethnic minorities
experience a disproportionate COVID-19-related burden of disease
(Van Dorn 2020; Vaughan 2020), and also tend to have poor access
to smartphones and live in areas of low connectivity (WHO 2020c).
Further, they may have low levels of technical expertise to actively
engage with digital solutions. In Singapore, these inequities played
out as migrant workers were eIectively excluded from access to the
TraceTogether smartphone app and this is where a new wave of the
disease took hold (Baharudin 2020).

Description of the intervention

This review focuses on digital solutions that are compared
to traditional contact tracing methods. We considered digital
solutions that needed to be maintained by an individual (i.e. a
user or public health contact tracer) through a device, through an
app, or through some other locally-maintained technology, and not
through broad surveillance technology (e.g. CCTV or credit card
usage).

For contact tracing to be eIective, accurate records of the places or
people an individual has visited need to be kept. This can be a diary
or guest book at places visited. Alternatively, location surveillance
technologies have been employed in some regions, and these
solutions can include mobile phone location data, CCTV, or even
credit card usage.

The technologies that we aim to review are devices or apps,
individually maintained by members of the public or public
health workers (e.g. contact tracers). These can be apps (soKware)
installed on their mobile phones or firmware installed on other
devices (e.g. wearables) that use some form of proximity tracing
technology, such as Bluetooth, GPS or manual input. In the case
of automatic proximity tracing technologies, the device registers
when a person is near other devices (e.g. when a user meets
someone face-to-face or when a user stands near someone in the
supermarket queue).

Some common technological solutions for improvement of contact
tracing include:

• automatic solutions, which are downloaded onto a person’s
smartphone and automatically record when the user is near to
other devices;

• manual solutions, which would also be downloaded to a
smartphone but would require the user to scan a barcode
as they enter a store (for example) or to manually enter the
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identifications of people they have been near on that day,
or both. These can also be apps maintained by public health
workers to aid in contact tracing data management.

In this review, the digital solutions we include are app-based
technologies, soKware-based approaches, wearable smart devices,
and other hardware-based solutions for contact tracing.

How the intervention might work

Digital solutions are developed to reduce the time and improve
the accuracy of follow-up with all close contacts of a case of
an infectious disease. Traditional contact tracing protocols rely
on an extensive network of personnel who obtain a contact
history from the index case and follow-up with possibly infected
individuals. Contact tracing personnel collect information on who
an infected individual has been in close proximity to, as well as
contextual details about the interaction, such as the setting and
duration of contact. Digital solutions are designed to improve
data management, and analyse the contact list and contextual
information for the contact tracers so that the contacts can
be quickly notified about their potential exposure to a newly
diagnosed case. Rapidly identifying close contacts allows for more
rapid isolation. Though not oKen practiced as it relies heavily
on very accurate and timely contact tracing, recursive contact
tracing has the potential to also be implemented as a result of
digital contact tracing. For example, in Harbin, China, public health
authorities began a strategy to quarantine not only close contacts,
but the close contacts of close contacts (i.e. recursive contact
tracing; Reuters 2020). An additional benefit of digital solutions is
that they may also incorporate automatic data entry technology,
which can potentially identify unknown or anonymous contacts
that the case would normally not be able to recall.

O B J E C T I V E S

To assess the benefits and harms of digital solutions for identifying
contacts of an identified positive case of an infectious disease and
to assess acceptability of this approach from qualitative studies.

The population of interest is any population with and without any
infectious diseases, for example COVID-19, Ebola, and tuberculosis.
The intervention of interest is digital contact tracing solutions,
including (but not limited to) smartphone apps, wearable devices,
and hardware- and soKware-based solutions. The comparison
of interest is traditional or manual contact tracing techniques,
including interviews and diaries, or other digital solutions.
Outcomes of interest are summarised in the Methods. The key
questions (KQs) we aimed to answer are below.

Primary research questions

Key question 1: how eIective are digital solutions in identifying the
secondary cases from index cases when compared to traditional
contact tracing methods?

Key question 2: how eIective are digital solutions in identifying the
close contacts from an index case when compared to traditional
contact tracing methods?

Key question 3: how long does contact tracing take to construct a
complete set of close contacts with and without digital solutions?

Key question 4: how eIective are digital solutions in identifying
contextual information about contacts (i.e. setting, duration)
compared to traditional contact tracing methods?

Secondary research questions

Key question 5: how eIective are diIerent types of digital solutions
in identifying secondary cases from index cases when compared to
each other?

Key question 6: how eIective are diIerent types of digital solutions
in identifying the close contacts from an index case when compared
to each other?

Key question 7: what is the acceptability and accessibility of the
digital solution in a given setting and population?

Key question 8: what privacy or safety concerns for the diIerent
contact tracing approaches have been identified?

Key question 9: what other ethical concerns have been identified
(e.g. equity issues, harms to the individual from high false
positives)?

M E T H O D S

We employed the following amendments to common Cochrane
Reviews to allow for a rapid development and dissemination of
data (Anglemyer 2020 PROSPERO registration: CRD42020188946).

• We restricted search dates to publications aKer 1 January 2000,
partly due to time constraints and partly due to the fact that in
the rapidly changing field of digital health technology, it seems
likely that studies older than 2000 will be less relevant.

• For data extraction, we had dual data extraction, with the second
review author checking all the extracted data. For assessment
of risk of bias, we employed dual assessment, with the second
review author checking all judgements.

Criteria for considering studies for this review

Types of studies

For the quantitative research studies, we included cohort
studies, cross-sectional studies, modelling studies, controlled
trials with non-randomised means of allocation (quasi-randomised
controlled trials), randomised controlled trials (RCTs), including
cluster-RCTs. Cohort studies and cross-sectional studies are likely
the most common designs used in real-world pragmatic studies
evaluating an infectious disease in real-time. In fact, even cross-
sectional studies simply capturing the method by which close
contacts were identified (i.e. traditional contact tracing or another
tech-based method) could provide useful information. Cross-
sectional studies had to capture at least two diIerent contact
tracing strategies to be included. We excluded cross-sectional
studies without a comparison group.

Much of the published literature discussing digital solutions
includes simulations, therefore we included modelling studies that
evaluated diIerent types of contact tracing. We only included
modelling studies that were at least in preprint, prior to peer-
review. As we aimed to evaluate empirical evidence together with
modelling evidence in its advanced stages, we did not include
many incomplete, open-source models or white papers that we
were unable to locate. Though we did not anticipate cluster-RCTs,
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in theory these would be feasible in a contact-tracing setting if
two diIerent settings/areas were allocated two diIerent types of
contact tracing and compared. Similarly, we did not anticipate
quasi-RCTs, but in theory a study could be designed as a quasi-RCT
and compare two diIerent contact tracing strategies. We found no
RCTs of any design that met our inclusion criteria. As a result, our
methods focus primarily on cohort and modelling study designs.

We excluded case reports and systematic reviews (though we used
them for cross-referencing citations).

There is no classic exposure or intervention in this review, so there
is no minimum duration of follow-up or exposure. We assumed that
the maximum time to trace all close contacts using traditional and
digital methods was the duration of the outcome measurement.

We included qualitative research studies, including surveys or
mainly quantitative studies that also contained descriptive free-
text data. We originally intended to only include qualitative studies
that employed qualitative methods for both data collection and
analysis. However, given the sparsity of qualitative studies on this
topic, we included all studies that contained qualitative data even
if qualitative analysis was minimal.

Types of interventions

We included any digital solution to contact tracing that could fall
under any one of the following WHO categories:

1. outbreak response tools;

2. proximity tracing tools; and

3. symptom tracking tools (WHO 2020b).

These digital solutions could take a variety of forms that cannot
be easily categorised but typically include developing soKware (or
firmware) for contact tracing management systems, for users to
install on their devices or to be uploaded to devices provided by
governments or third-parties. For example, an outbreak response
intervention could develop soKware used to log and maintain
contact tracing clusters digitally. Proximity tracing or symptom
tracing interventions could be soKware developed in the form of
a smartphone app or firmware for a wearable device (e.g. Fitbit)
that is installed by users onto their personal devices. Equally,
an intervention could distribute hardware (e.g. phone, card or
wearable device) with preloaded firmware for symptom tracking.

Control measures include:

• traditional or manual contact tracing;

• self-reported diaries;

• self-reported surveys;

• interviews;

• other standard methods for determining close contacts;

• other technologies compared to digital solutions (e.g. electronic
medical records).

We did not include interventions employed through broad
surveillance technology (e.g. CCTV or credit card usage), as these
are not maintained by the individual user.

Types of outcome measures

Primary outcomes

• The number of secondary cases identified from contact tracing
procedures. This can be measured with counts of secondary
cases, or with the average number of secondary cases per index
case (i.e. eIective reproductive number, R eI).

• The number of close contacts identified from contact tracing
procedures

• The average length of time to complete contact tracing for
a case (end point would be the last day of follow-up in the
study and, if available, at seven days aKer case notification).
Complete contact tracing is contextually dependent and could
mean diIerent things in diIerent settings. For example, the
time to complete contact tracing for a case in a study using an
app designed to aid data management for contact tracers may
mean the time to complete contact tracing with the end point
of interest being how long it took to collect all the close contact
details. However, a study evaluating an app maintained by the
user may evaluate the time to complete contact tracing from the
time of notification of the index case to the time of notification of
the close contacts. Lastly, a study evaluating an app maintained
by the user may evaluate the time to complete contact tracing
from the time of notification of the index case to the time of
isolation of the close contacts.

• Acceptability and accessibility

• Privacy issues (whether theoretical or realised)

• Safety concerns

• Other ethical issues

We included studies in the review irrespective of whether measured
outcome data were reported in a way that we could analyse them.

Search methods for identification of studies

An information specialist conducted our search of the literature
from 1 January 2000 to 5 May 2020 in CENTRAL, Ovid MEDLINE,
and Embase (Embase.com). We selected this date range partly due
to time constraints and partly because, in the rapidly changing
field of digital health technology, it seems likely that studies
older that 2000 will be less relevant. Additionally, we screened
the Cochrane COVID-19 Study Register (covid-19.cochrane.org/).
Lastly, we screened reference lists of included studies and identified
reviews.

For qualitative research studies, we adopted an iterative approach
based on the studies identified through the electronic bibliographic
database searching. We searched reference lists of all the included
quantitative and qualitative studies and searched for citations to
the included qualitative studies.

For empirical qualitative research studies, we included published
articles or reports that had undergone some level of peer review,
and preprints.

For all studies, we made no restriction on language or design. See
Appendix 1 for detailed search strategies.
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Data collection and analysis

Selection of studies

Two review authors screened all titles and abstracts and compared
them to our defined inclusion and exclusion criteria. Additionally,
two review authors independently screened all potentially relevant
full-text publications. We sought consensus or a senior review
author’s feedback, if needed, to resolve discrepancies.

Characteristics of excluded studies

The majority of studies excluded (n = 7) had no comparison groups
(Chen 2020; EisenkraK 2018; Menon-Johansson 2018; Tom-Aba
2018; Tom-Aba 2020; Voirin 2015; White 2018; ), one was case
identification only, not contact tracing (Van Hest 2016), and one was
a case study (Sacks 2015).

Data extraction and management

LP and TM independently performed data extraction from non-
randomised studies of interventions and from qualitative research
papers. One review author extracted data for 50% of the included
studies; another review author extracted data for the remaining
50%. AA and TC performed data extraction from modelling and
simulation studies. We extracted data using data extraction forms
in Covidence , MicrosoK Excel (MicrosoK 2020a) and MicrosoK Word
(MicrosoK 2020b).

Data extracted

The data extracted from all studies included:

• study dates;

• setting (disease type, severity and duration of infectious
outbreak, country location and income);

• study design (including methods, location, sites, sample size,
methods of data collection, groups and aspects needed to
assess risk of bias);

• population uptake of intervention, (if relevant);

• intervention/exposure characteristics (type of digital
technology used, data entry method (e.g. manual by
professional contract tracers or index cases, automatic by
tracking of device locations or interactions), cost to public
health service, cost (if any) to participant population, internet
requirements, whether or not traditional contact tracing was
continued alongside intervention);

• comparator characteristics (traditional contact tracing alone,
other technologies);

• numerical data for outcomes of interest (number of secondary
cases identified, number of contacts identified);

• eIect estimates comparing counts of secondary cases and
counts of contacts identified;

• tests comparing length of time to complete contact tracing;

• and measures of epidemic growth.

For non-randomised studies of interventions specifically, the data
extracted included:

• participant characteristics of population undergoing contact
tracing (age, clinical risk factors, identified epidemiological risk
factors);

• participant characteristics of personnel involved in contact
tracing if diIerent from above (number, profession, training
requirements);

• information on all confounding factors reported by authors; and
contact tracing definitions used in the specific setting.

Importantly, the definition of a close contact is contextually specific
and will vary between countries, between jurisdictions, between
diseases, and between settings. In general, for droplet-borne
diseases, a close contact is defined as within two metres' proximity
for 10 to 15 minutes. For other diseases, such as Ebola, the close
contact is more defined by physical contact with bodily fluids.
Additionally, though modelling studies will predict estimates of
the eIects of diIerent contact tracing solutions on outcomes of
interest, cohort studies provide empirically measured estimates of
the eIects of diIerent contact tracing solutions on outcomes of
interest.

We extracted qualitative data using a purpose-built tool that
included study characteristics and methods (including date, aims
of paper, description of participants, sample strategy and size, data
collection methods, analytic methods, qualitative research theory,
type of intervention) along with qualitative data relevant to the
review objectives. We extracted primary data such as quotations,
lists of identified concerns and secondary data such as author
interpretations and overarching themes.

For contact tracing, we collected data until the last reported
time and, if reported, aKer seven days of contact tracing.
We preferentially included adjusted estimates over unadjusted
estimates, if available.

Assessment of risk of bias in included studies

We assessed all outcomes for risk of bias. We used the ROBINS-I
risk of bias tool for non-randomised studies of interventions (Sterne
2016). In the context of contact tracing, there is not only a lack
of RCTs evaluating solutions, but there is no standard, optimal
randomised study design that would be able to compare the two
interventions accurately. In turn, a 'target trial' not only does not
exist, but it likely could not exist in the real world. In theory,
an RCT could be designed in which a prespecified population
is followed closely all day and night with cameras, enumerating
every close contact each member in the population has. Then,
if a member of the population is identified as an index case,
then all their close contacts from up to five days before their
diagnosis would be identified. The list of these close contacts would
be compared to the close contacts the index case recalls using
manual tracing methods with case intake forms and interviews.
The specific domains we used for assessing the cohort studies
using ROBINS-I included: pre-intervention domains (bias due to
confounding; bias in selection of participants into the study), at-
intervention domain (bias in classification of interventions), and
post-intervention domains (bias due to deviations from intended
interventions; bias due to missing data; bias in measurement of the
outcome; bias in selection of the reported result).

For modelling studies, we applied a similar approach that
was previously employed in a recent COVID-19 rapid review
(Nussbaumer-Striet 2020). We assessed whether the modelling
and reporting followed the Society for Medical Decision Making
(SMDM) recommendations and the International Society for
Pharmacoeconomics and Outcomes (ISPOR) (Nussbaumer-Striet
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2020; Pitman 2012). There were three key areas we used to assess
the risk of bias in modelling or simulation studies: we assessed:

1. whether they were dynamic (a dynamic transmission model can
estimate direct and indirect eIects of public health and control
measures on infectious diseases and allows for trends in risk
changes; Pitman 2012);

2. whether the study authors evaluated the uncertainty on
important model assumptions and parameters; and

3. whether the study authors transparently present infectious
diseases models (e.g. diIerential equation or behaviour of
agents specified).

Two review authors rated the modelling studies. The second review
author adjudicated disagreements and checked assessments. If a
modelling study satisfied all three criteria, we assessed it as 'no or
minor concerns only'; if we determined that a study was unclear in
any of the three criteria, we assessed it as 'moderate concerns'; and
we labelled studies that failed to meet any of the three criteria as
'major concerns'.

For qualitative data, we used the Critical Appraisal Skills
Programme (CASP) tool to assess the methodological strengths
and limitations of included studies (CASP 2020; Noyes 2019a;
Noyes 2019b). The tool included questions on: clarity of aims;
appropriateness of methodology and methods including research
design, recruitment strategy, data collection methods; reflexivity of
authors; ethical considerations; rigour of data analysis; clarity of
results; relevance and usefulness of the study to our review. Two
review authors (LP, TM) completed independent CASP assessments
of each study and resolved any discrepancies by discussion. We
did not exclude studies based on quality concerns, but quality
assessment was part of our reasoning when considering the
contribution of each study and our confidence in the findings of the
synthesis.

Data synthesis

If we determined that it was not possible to pool data, we
followed SWiM guidelines for data synthesis without meta-analysis
(Campbell 2020). In the case of sparse or heterogeneous data,
we narratively reviewed the studies and did not include them
in a meta-analysis. We displayed the data in a table by study
ID (with quantitative results stratified by key research questions,
and the direction of the eIect. We intended to construct forest
plots (without pooling estimates), using SWiM guidelines, but the
data did not yield themselves to be displayed as eIect estimates
(McKenzie 2019). We grouped similar study types together, if we
determined that they were similar enough (e.g. studies in infectious
diseases environments together, and separately, non-epidemic
studies together).

For continuous outcomes, we anticipated estimating the
mean diIerence (MD) and 95% confidence intervals (CIs). For
dichotomous outcomes, we planned to estimate relative risks (RR)
and 95% CIs. However, the data reported by individual studies
were dependent counts, that is to say, the same observations seen
from one method of contact tracing were likely also seen in the
other method. We determined that presenting these as simple
counts was an appropriate method to avoid dependency issues.
Specifically, for contact detection, we anticipated that studies
would report a proportion of close contacts identified using one
method and compare those with the number identified using a

comparator or second method (where a gold standard is known).
When we evaluated the counts of close contacts identified using
two diIerent contact tracing methods, we qualitatively compared
these counts to determine if a greater number of close contacts was
identified using one method when compared to another method.

Reporting results

For each comparison and outcome, we describe the number of
participants in each study and in what settings. Further, we describe
the number of studies addressing each outcome of interest and
evaluate the findings by using vote tallies of the direction of
eIect. We also performed qualitative comparisons of studies with
regards to epidemic growth (predicted or realised), including Re�
(eIective reproductive number), R0 (basic reproduction number),

growth rate, and doubling time. Where necessary, we standardised
outcome data to the same unit of measurement. If these required
scaling/conversion factors, these were sourced, and their use
confirmed (a priori) with a content expert (TC).

Description of, and rationale for, groupings of studies

We grouped non-randomised studies of interventions by setting
(during an infectious disease outbreak or in a benign environment
with a general population and no current outbreak). Studies
investigating an infectious disease in an epidemic setting would
provide real-world context to contact tracing methods, but the
choice of method could risk missing important true close contacts.
Whereas studies focused on the methods of contact tracing,
but employed in settings where there is no outbreak, allow the
researcher to observe true exposures to true close contacts,
depending on the close contact definition used.

Standardised metric and synthesis method

Because eIect estimates were not commonly reported we were
unable to calculate summary statistics. Therefore, our synthesis
was based on the direction of eIect of the intervention compared
to the control group. We used vote counting to synthesise the
evidence as there were no other options and vote counting was
based on these directions of eIect (McKenzie 2019).

Criteria used to prioritise results for summary

We prioritised studies of wearable devices or apps that were
maintained by the user over devices or apps maintained by
healthcare systems. This is because we believe the eIectiveness in
contact tracing lies with identifying those close contacts who would
not normally be identified, and any system that is not on the person
will invariably miss some of those close contacts.

If there was a conflict between data reported across multiple
sources for a single study (e.g. between a published article
and a trial registry record), we contacted the study authors for
clarification. Otherwise, we reported the data as published.

We managed and analysed qualitative data using Word (MicrosoK
2020b). Our synthesis was informed by thematic analysis (Braun
2020). We sorted (‘coded’) the data into categories using a coding
tree that was informed by the data and our research questions.
We analysed the coded data, looking for patterns and insights that
were relevant to our stated questions. Although we had only two
studies that contained qualitative data, one of which contained
only very ‘thin’ data with very limited qualitative analysis, we were
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still able to obtain useful information that was pertinent to some of
our research questions.

Assessment of heterogeneity

We assessed the clinical variability of the studies in terms of setting,
and type of technology used. Had we identified data suitable for
pooled analyses we planned to assess heterogeneity by visually

inspecting forest plots and by using the I2 statistic (Higgins 2003),
where 0% to 40%: might not be important; 30% to 60%: moderate
heterogeneity; 50% to 90%: substantial heterogeneity; and 75% to
100%: considerable heterogeneity (Deeks 2019).

Subgroup analysis

We performed subgroup analyses for disease type (e.g. COVID-19,
Ebola, tuberculosis (TB), severe acute respiratory syndrome (SARS),
Middle East respiratory syndrome (MERS)), and infectious disease
outbreak setting versus non-outbreak setting. Additionally, we
intended to perform a subgroup analysis by stratifying by income of
the country in which the study was performed (e.g. high, medium,
low). However, in the absence of a pooled analysis, we have
discussed our results in the context of evidence seen in outbreak
settings versus non-outbreak settings. We anticipated stratifying by
studies performed in low-income countries versus middle-/high-
income countries, as access to care and healthcare systems can
dramatically aIect the spread of any infectious disease. Further, in
low-income countries, the ability of the contact tracing technology
to reduce the burden of disease spread may be the result of the
technology’s limitations, but could also be the eIect of disease
dynamics in specific communities. However, due to a lack of data
we were unable to perform this subgroup analysis. Lastly, we
stratified our discussions of the results by types of technology (e.g.
automatic versus manual solutions, or apps versus device, high
uptake levels (e.g. 60% or higher uptake in the target population)
versus not high uptake levels), though much of this discussion is
largely driven by literature not included in the systematic review.

Sensitivity analysis

If we had found that some studies did not exactly fit our PICO
question (population, intervention, comparison, outcome), but
they still could have been informative to contact tracing more
broadly, we would have performed sensitivity analyses whereby we
would have evaluated the impact of their exclusion on the pooled
analyses.

Assessment of certainty of the evidence

We used GRADE for all quantitative synthesis outcomes and we
present the results in 'Summary of findings' tables. One review
author assessed evidence quality of included studies and a second
review author checked the assessments. The specific domains we
used to assess the certainty of evidence from cohort and modelling
studies included risk of bias, inconsistency, indirectness, and
imprecision. For modelling studies, we used guidance on assessing

the certainty of evidence outlined by Brozek and colleagues (Brozek
2020).

For qualitative synthesis outcomes, we used GRADE-CERQual
(Confidence in the Evidence from Reviews of Qualitative Research)
to assess confidence in each of the findings (Lewin 2015; Lewin
2018). In line with this approach, LP and TM independently
assessed four key issues in relation to each finding and their
supporting studies:

1. methodological quality of the studies contributing data to this
finding;

2. adequacy or ‘richness’ of the supporting data;

3. relevance of the supporting studies to the review question (e.g.
with regard to intervention of interest, population, setting); and
finally

4. how coherent the finding was, in other words, how likely it was
that the finding explained the patterns seen in the qualitative
data; this was determined from assessing how well grounded
the finding was in the data, and reflecting on how convincing the
explanatory finding was for the observed patterns.

Consideration on these issues fed into an overall judgement about
how confident we were that our findings were a reasonable
representation of our topics of interest. We considered the default
to be a high degree of confidence in our findings, and downgraded
that confidence according to our assessments on the four domains
described above. LP and TM discussed their judgements and
resolved any diIerences by mutual agreement.

Qualitative review author reflexivity

The review authors involved in the qualitative synthesis (LP and
TM) had experience in qualitative research. LP is a medical clinician
and experienced qualitative researcher with expertise in health
ethics and health technology. TM has prepared systematic reviews
of qualitative research. LP (from Australia) and TM (from England)
are both living through a pandemic of COVID-19. LP’s government
is encouraging citizens to use an automatic mobile phone app
for contact tracing and TM’s government is investigating a similar
product. We reflected on our past experiences, including with
digital health technologies, and talked together about how these
might inform our interpretations of the data.

R E S U L T S

Description of studies

We identified 181 studies from our initial search (see Figure 1;
Moher 2009). AKer removing 144 studies that were clearly not
relevant, we screened 37 full-text articles and excluded 18 as
they were editorials or commentaries, and excluded an additional
nine full-text studies for various reasons (see Characteristics of
excluded studies). We identified two further studies through cross-
referencing and included 12 studies in our review in total.
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Figure 1.   Study flow diagram
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Figure 1.   (Continued)

 
We provide an overview of the included studies in Characteristics
of included studies. We identified six cohort studies reporting
quantitative data (Danquah 2019; Ha 2016; Helmich 2017; Leecaster
2016; Mastrandrea 2015; Smieszek 2014), and six simulation studies
reporting modelling of digital solutions for contact tracing (Farrahi
2014; Ferretti 2020; Fournet 2016; Hinch 2020; Kucharski 2020;
Yasaka 2020). Two of the cohort studies provided qualitative
research data as well (Danquah 2019; Ha 2016).

Of the six cohort studies, three were used for contact tracing during
an outbreak: one was used during an Ebola outbreak in Sierra
Leone (Danquah 2019); one was used to identify close contact of TB
patients in Botswana (Ha 2016); and one was used during pertussis
outbreak in the USA (Helmich 2017), while three were used to
identify close contacts of participants in non-outbreak settings
(i.e. school environments) in an attempt to emulate an outbreak
(Leecaster 2016; Mastrandrea 2015; Smieszek 2014).

Of the six modelling studies, four evaluated digital solutions for
contact tracing in COVID-19-simulated scenarios in the UK or in non-
specific settings (Ferretti 2020; Hinch 2020; Kucharski 2020; Yasaka
2020), while two simulated close contacts in non-specific outbreak
settings (Farrahi 2014; Fournet 2016).

Characteristics of cohort studies

We identified three cohort studies of digital solutions to contact
tracing within active disease outbreak settings. One study
evaluated a contact tracing app used by public health contact
tracers of 18 Ebola cases in Sierra Leone over four months amid
an Ebola outbreak in 2015. Contact tracing intake information
collected using the app was compared to traditional paper case
intake forms used by public health contact tracers of 25 cases
(Danquah 2019). The app was a manual solution developed
to augment paper-based contact tracing and monitoring eIorts
during data collection and management phases; it was not
maintained by the cases or contacts, but by the contact tracers.
Specifically, it streamlined data entry processes and prevented
critical delays in gathering information regarding close contacts.

Similarly, a contact tracing app was developed for contact tracers
investigating TB in Botswana over six months in 2012 to 2013 (Ha
2016). The aim of the app was to improve data management of close
contact follow-up and to minimise data entry errors or missing
data. Again, this was a manual solution developed to be used by
public health workers, not the cases or close contacts of the cases.

Additionally, we identified a retrospective cohort of a small
outbreak of pertussis in the USA within a healthcare setting
(Helmich 2017). The study authors quantified the number of
close contacts that were found with a more advanced device (a
radio-frequency identification-enabled (RFID) badge) compared
to the standard electronic medical records search to determine
which healthcare workers were likely within close proximity for a
sustained amount of time (e.g. face-to-face contact with the case in
an exam room or triage area).

Two of these cohort studies also provided qualitative data for
this review. We highlight the characteristics of these two cohort
studies in Appendix 2. Of note, one study employed semi-structured
interviews for three contact tracing workers in the healthcare
system during an Ebola outbreak in Sierra Leone, while the other
cohort collected data from free-text entry within a survey of contact
tracing health workers following up with TB patients in Botswana.

Lastly, there were three cohort studies of children in schools in
the USA and France, not during an active outbreak (Leecaster
2016; Mastrandrea 2015; Smieszek 2014). Each of these studies
evaluated network dynamics between active participants and
aimed to determine whether passive digital devices could better
capture close encounters than self-recall. Self-recall was captured
through surveys and diaries.

Characteristics of modelling studies

Of the four modelling studies specifically evaluating contact tracing
solutions during the COVID-19 outbreak, one modelled scenarios
within the UK, and three were modelled in non-specific geographic
areas with COVID-19.

One study developed a general mathematical model evaluating
the eIects of a non-specific, passive smartphone app on contact
tracing eIorts in a non-specific area (Ferretti 2020).

All of the modelling studies specifically set in COVID-19
environments evaluated non-specific, automatic smartphone apps
to aid in contact tracing. Further, an adapted disease transmission
model (susceptible, infectious, or recovered (SIR)) was built by
Yasaka and colleagues to evaluate an unnamed smartphone app
in an unspecified geographic area (Yasaka 2020). Two additional
modelling studies used individual-based models to evaluate non-
specific, passive digital contact tracing apps in the UK (Kucharski
2020), or in an unspecified area (Hinch 2020). Hinch and colleagues
were the only researchers to evaluate the impact of added benefits
from recursive contact tracing from digital contact tracing (Hinch
2020).

Two modelling studies were performed outside the context of
COVID-19 (Farrahi 2014; Fournet 2016), and both studies used
adapted SIR models. Farrahi 2014 used generic dual-network
topology in a non-specific setting. Fournet 2016 used empirical data
collected from passive RFID sensors during a study within a school
in France to further model network dynamics.

Characteristics of studies including qualitative data

Two included cohort studies provided qualitative data from contact
tracers in the healthcare worker setting (Danquah 2019; Ha 2016).
For both studies, the intervention was a smartphone-based app to
assist contact tracers with managing data.
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Risk of bias in included studies

ROBINS-I for non-randomised studies of interventions

We determined that three cohort studies had a moderate risk of
bias and three had a serious risk of bias (see Table 1). However,
the risk of bias from confounding, specifically, was low for all
studies. Not many factors will aIect both the number of contacts,
or any other primary outcome of contact tracing, and the method
of contact tracing employed. As a result, primary studies did not
make many adjustments for confounding bias. Four of six studies
were at serious risk of bias as a result of self-selecting volunteers
or enrolment of only a few participants over a short period of
time. In studies in which participants self-reported their close
contacts, some participants chose to not participate in self-reports,
and as such were at risk of bias from deviations from intended
interventions. In general, in studies in which the researchers hope
to quantify close contacts, there is a serious risk of bias due to
missing data because the true number of close contacts will rarely
be known. Lastly, five of six studies were at risk of bias from the
measurement of outcomes, resulting from participants knowing
they would have to report the number of close contacts throughout
the study. As a result, they may have been more likely to report
diIerently than they would have had they not known.

In Table 2, we highlight the 'Risk of bias' assessments for outcomes
from cohort studies in which we had direct evidence of an
eIect of digital contact tracing. For identifying close contacts,
we included two cohort studies (Danquah 2019; Helmich 2017),
and the overall risk of bias was serious due primarily to selection
of participants, potentially missing data, and measurement of
outcomes (participants may have been more likely to report
diIerently if they knew they had to later quantify their close
contacts). For time spent for data management, we identified one
cohort study (Ha 2016), which addressed this outcome and it was
at serious risk of bias due to missing data and measurement of
outcomes.

Risk of bias for qualitative data

In Table 3, we provide an overview of the risk of bias from
the qualitative data using an adapted CASP tool. Danquah 2019
provided qualitative data that we determined to be useful,
primarily due to the fact that the researchers employed appropriate
qualitative research methods and stated their findings clearly.
Ha 2016 provided qualitative data that we determined to be
marginally valuable. We found that the qualitative research
methods employed by Ha and colleagues did not fully address the
research issue, the data analysis was not rigorous, and the findings
were not clearly stated.

Risk of bias for modelling studies

Using recommendations from ISPOR-SMDM, which were previously
used by another recent Cochrane rapid review (Nussbaumer-
Striet 2020), we broadly summarised the risks of bias for the
six included modelling studies in Table 4. All the models used
a dynamic transmission model. Further, all studies performed
additional analyses exploring the eIects of changing assumptions.
The presentation of the models was not always transparent;
study authors did not specify the behaviour of the agents, show
diIerential equations, or the model presentation was simply not
clear in three of the six modelling studies. Overall, we determined
that three of the six studies had no or minor concerns only, while

two had moderate concerns, and one had major concerns (all
resulting from transparency of models).

E4ects of interventions

We hoped to be able to pool studies employing similar contact
tracing solutions, however, there was significant heterogeneity
between Bluetooth apps (somewhat expected as they are not
standardised) and a lack of reported eIect estimates. Instead, we
narratively summarise the eIects of digital solutions on contact
tracing during outbreaks. We determined direct evidence of the
eIects to be from studies specifically in a COVID-19 or other
outbreak settings. We determined indirect evidence of the eIects
to be from studies in non-outbreak settings.

Identifying the secondary cases from index cases when
compared to traditional contact tracing solutions (key
question 1)

Direct evidence

Though multiple modelling studies evaluated the impact of
digital contact tracing, only two specifically provide low-certainty
evidence on reducing secondary cases from index cases (see
Table 5). Both of these modelling studies found some evidence
of harm with digital contact tracing when compared to manual
contact tracing, though the comparisons are in combination with
other public health measures and not an additive eIect. For
example, Kucharski 2020 estimated that digital contact tracing
would achieve an 18% reduction in R eI compared to self-isolation

alone (i.e. 1 − (R eI,DCT = 1.4/R eI,SI = 1.7) = 18%), while manual

contact tracing would achieve a 35% reduction (i.e. 1 − (R eI,MCT
= 1.1/R eI,SI = 1.7) = 35%). The study authors do not estimate the

impact of combining digital and manual contact tracing. Similarly,
using Ferretti 2020's model, we found a reduction in R eI for

digital contact tracing when compared to self-isolation alone (26%
reduction) and a reduction in R eI for manual contact tracing

compared to self-isolation alone (53% reduction) under the same
scenarios described by Kucharski 2020. It is important to note
that these models do not model the likely scenario of digital
solutions PLUS manual contact tracing (i.e. augmenting what is
already occurring within public health units). These models instead
evaluate digital solutions with other public health measures and
then evaluate manual contact tracing solutions with other public
health measures separately. We have made relative comparisons
between solutions to get the reductions in R eI. Digital solutions

in these models do not perform as well as manual contract
tracing when compared to each other, however an additional
important note is that there are quite strong assumptions about
the eIectiveness of manual contact tracing (95% to 100% of
acquaintances would be traced), and assumptions about the
proportion of the population who would have the app (53%).

Indirect evidence

We found no indirect evidence addressing the eIectiveness of
digital solutions in identifying secondary cases.

Qualitative evidence

There were no qualitative data directly addressing this question.
One of the two studies that compared digital data entry and
management systems to paper-based systems (Danquah 2019),
reported on the impact of this intervention on regular (twice-
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daily) monitoring of known contacts of patients with Ebola. Contact
monitoring teams found digital systems to be generally faster and
more eIicient even though they were prone to problems with
network coverage, technical faults, user errors or a combination
of two or all of these. More eIicient monitoring of contacts
might mean that identification of secondary cases amongst those
contacts is more eIective.

Identifying the close contacts from index cases when
compared to traditional contact tracing solutions (key
question 2)

Direct evidence

We identified two cohort studies that provided very low-certainty
evidence for identifying close contacts in a real-world epidemic
setting (see Table 6). From both cohort studies, the digital
solution provided an increased benefit over manual contact tracing
approaches. In an Ebola outbreak setting, contact tracers using an
app to record close contacts of Ebola cases found twice as many
close contacts per case on average than using paper intake forms
(Danquah 2019). Similarly, aKer a pertussis outbreak in a hospital
in the USA, Helmich 2017 found that RFID could identify more
close contacts than searches of electronic medical records for direct
contact with medical personnel.

Indirect evidence

Overall, in non-outbreak settings, we found added benefits from
digital contact tracing solutions, as devices identified more close
contacts than self-reported diaries or surveys (Leecaster 2016;
Mastrandrea 2015; Smieszek 2014 see Table 6).

Qualitative evidence

There were no qualitative data directly addressing this question.
One of the two studies that compared digital data entry and
management systems to paper-based systems (from Botswana)
reported on the impact of this intervention on the recording and
collating of data about close contacts of people with TB (Ha 2016).
Contact tracers said that digital systems avoided the need to carry
papers, "which are oKen lost". Avoidance of lost data would suggest
that eIectiveness of contact tracing is improved.

Time to complete a set of close contacts with and without
digital solutions (key question 3)

Direct evidence

We identified one cohort study that provided very low-certainty
evidence that an app could provide a benefit by reducing the time
to complete a set of close contacts. Specifically, in a TB setting,
the median time spent for data management was lower per close
contact when an app was used by contact tracers when compared
to a paper-based data management system (Ha 2016).

Indirect evidence

Though not directly addressing the key question regarding time
to complete contact tracing, we found added benefit from an app
for case management, as the time from an Ebola case registration
to close contacts being assigned was nearly six times longer if
the traditional paper system was used (Danquah 2019; see Table
6). However, the total time from case registration to visiting close
contacts was slightly longer for app-based tracking than for paper-

based tracking systems (Danquah 2019), indicating a potential
harm, as it would lengthen the time to visit contacts.

Qualitative evidence

There were no qualitative data directly addressing this question.
However, contact tracing teams reported that digital data entry and
management systems were faster to use than paper systems for
recording of new contacts and monitoring of known contacts and
possibly less prone to data loss (Danquah 2019; Ha 2016).

Identifying contextual information about the contact (i.e.
setting, duration) compared to traditional contact tracing
methods (key question 4)

Direct evidence

To directly answer this question, the study would have to be able to
evaluate the context in which the close contact was exposed to the
case. Most digital solutions lack the ability to capture information
about the context (e.g. within close quarters). Some apps/devices
have the ability to evaluate the density of other app/device users in
their immediate surrounding. This, in turn, would provide valuable
feedback about the environment in which users were exposed.
However, we found no published data on this capability within the
COVID-19 epidemic.

Indirect evidence

We found no indirect evidence addressing the eIectiveness of
digital solutions in identifying contextual information about the
contact.

Qualitative evidence

There were no qualitative data addressing this question.

E4ectiveness of di4erent types of digital solutions in
identifying the secondary cases from index cases when
compared to each other (key question 5)

Direct evidence

We found no direct evidence addressing the eIectiveness of digital
solutions in identifying the secondary cases from index cases when
comparing alternative digital contact tracing solutions.

Indirect evidence

We identified one modelling study (Hinch 2020), which provided
indirect evidence comparing digital contact tracing with and
without recursive contact tracing. The researchers found that
contact tracing with an app can only quell epidemic growth rates if
strong assumptions are made regarding the doubling time, while a
contact tracing app with recursive contact tracing could control the
epidemic even with much more relaxed assumptions. This provided
indirect evidence because the study authors only compared a
hypothetical app with another hypothetical app (or the same app
with an added feature or broadened use), and these were not
necessarily diIerent types of apps, but the same apps used in
diIerent ways.

Qualitative evidence

There were no qualitative data addressing this question.
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E4ectiveness of di4erent types of digital solutions in
identifying the close contacts from an index case when
compared to each other (key question 6)

There were no data addressing this question.

Acceptability and accessibility of the digital solution in a given
setting and population (key question 7)

Qualitative evidence

The two studies on digital data entry and management systems
(Danquah 2019; Ha 2016), both from lower- or middle-income
countries, contained qualitative data relevant to this question. Both
studies reported that contact tracing teams were positive about the
digital systems, being simpler to use and generally preferred over
traditional paper systems. Digital systems saved personnel time,
particularly in locations where contact tracer personnel otherwise
faced several hours of travel to and from central headquarter teams
to collect and deliver paper-based data entry forms. Digital systems
reportedly improved accuracy with large data sets, and were easier
to transport compared with paper forms.

Both studies reported that contact tracing teams faced some issues
with accessibility of digital systems compared to paper systems.
Problems with system access included patchy network coverage,
lack of data, technical problems with hardware or soKware that
were unable to be resolved by local technical teams, and higher
staI training needs, including the need for refresher training.
Other accessibility issues related to financial costs; contact training
personnel in Sierra Leone were concerned at increased personal
costs resulting from a need for them to travel and recharge phone
batteries in the field using commercial tele-charging stations. There
may also be financial issues for the local districts due to costs
associated with the necessary hardware. The hardware used for
the digital system evaluated in Sierra Leone (Danquah 2019), were
second-hand phones donated by the United Nations.

Privacy or safety concerns for the di4erent contact tracing
approaches (key question 8)

We summarise privacy and safety concerns in Table 7. Prior
research has evaluated specific types of apps with regards to their
privacy (Cho 2020). Adopting their approach, we briefly summarise
privacy concerns with regards to snoopers (i.e. unapproved,
passive collection of data), contacts, and authorities. Briefly, a
breach of privacy from snoopers would occur if an app publicly
broadcasts the identifications of contacts or cases, or both, and
someone purposefully passively collects those data and tracks
individuals. A breach of privacy from contacts would occur if two
app users’ phones exchange data due to proximity (and contact
definitions), but the case status of the app user is known in
that data exchange (i.e. an app user could identify which of his
contacts were a case based on the data exchanged between their
phones). Lastly, a privacy breach from authorities would occur
if the case status or contact history, or both, of an app’s user
were known to governmental agencies or large companies. The
devices identified in the cohort studies all appeared to have privacy
from contacts with regards to the exposed or diagnosed users.
Privacy from snoopers was possibly breached if linkage attacks
occurred, particularly for the wearable devices (the contact tracing
app used by contact tracers was used for data management only
and password protected - it is unclear if data were ever broadcast).
Privacy from authorities or leading agencies was mostly achieved

with the wearable devices, as these studies were mostly field trials
and not conducted by public health agencies. However, the app
used by contact tracers for data management was not private from
authorities as the contact tracers were members of the public
health agency and knew the exposure and diagnosis status of the
participants.

Qualitative evidence

One of the two studies on digital data entry and management
systems recorded an issue with stolen hardware (second-hand
mobile phones; Danquah 2019). The other study (Ha 2016),
included a comment from contact tracer personnel that paper data
entry forms were ‘oKen lost’. Neither study contained any further
text about privacy issues in relation to these malign/accidental data
loss scenarios. Both studies recorded that the digital system under
study was password-protected and Ha 2016 noted that data were
encrypted although only provided limited technical detail about
this.

Ethical concerns identified (e.g. equity issues, harms to the
individual from high false positives) (key question 9)

There were no data addressing this question.

Quality of evidence

We summarise the CERQual assessments for the qualitative
findings in Table 8. Two studies provided data for these
assessments (Danquah 2019; Ha 2016). We had moderate or
substantial concerns about adequacy of data, the quality of the
study methods, relevance to the research questions, and coherence
for three qualitative findings within the review: use of digital
data management systems may be more eIective for identifying
secondary cases than paper systems since they allow more eIicient
contact monitoring; use of digital data management systems may
be more eIective for identifying close contacts than paper systems
because paper forms may be prone to loss; and use of digital
data management systems may enable faster identification of a
set of close contacts than paper systems because they enable
greater eIiciency in data entry and management. In turn, we
have low confidence in the evidence for these outcomes. For
three additional qualitative outcomes (contact tracing teams prefer
digital data management systems over paper systems; digital data
management systems are less accessible than paper systems in
certain settings; and both digital and paper data management
systems raise concerns about loss of privacy due to accidental or
malign data loss), we have moderate confidence in the evidence.
For these outcomes, our primary concerns were regarding the
adequacy of the data.

In Table 9, we summarise the certainty of direct evidence from
the identified cohort and modelling studies with regards to our
primary outcomes. Specifically, two cohort studies provided very
low-certainty evidence regarding identifying close contacts within
an epidemic setting. Similarly, two modelling studies provided low-
certainty evidence in identifying secondary cases. We determined
that the two cohort studies (Danquah 2019; Helmich 2017),
provided very low-certainty evidence as a result of serious risk
of bias (missing data risk, as the true number of close contacts
is unknown), indirectness (studies in dissimilar epidemic settings
may not be comparable or generalisable), and imprecision (one
cohort had very few index cases to perform contact tracing on).
The summary direction of eIect from these two cohort studies
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suggested an increased benefit from the digital solution to contact
tracing. Two modelling studies provided low-certainty evidence
for identifying secondary cases (Ferretti 2020; Kucharski 2020),
finding reductions in R eI between 18% to 26% when digital contact

tracing is used, compared to self-isolation alone, though they
estimate that greater reductions are possible with manual contact
tracing (35% to 53% reduction). The modelling studies did not
make direct comparisons between a digital contact tracing solution
and manual contact tracing. Additionally, the modelling studies
did not make direct comparisons under more likely adoption
scenarios (e.g. digital contact tracing PLUS manual contact tracing
vs manual contact tracing alone). As with any modelling study, the
results are dependent on the assumptions, and in the context of
contact tracing we are simply unsure about the true number of
close contacts, which can lead to increased ascertainment biases.
Additionally, one cohort provided very low-certainty evidence for
the time spent for close contact data management (Ha 2016). This
study found an increased benefit with the use of an app for data
management of close contacts, though its ability to reduce the
amount of time to complete a follow-up of all close contacts is
unknown. Further, the study had few index cases on which the
researchers could perform close contact histories. For all other
research questions (key question 4 to key question 9), we found no
direct evidence.

D I S C U S S I O N

EIectiveness of digital solutions in real-world settings is largely
unproven. The certainty of evidence is very low from several
cohort studies, which found that digital solutions can identify more
close contacts than traditional contact tracing. Further, modelling
studies provide low-certainty evidence of a reduction in secondary
cases if digital contact tracing solutions are used together with
other public health measures, although the relative reduction in
secondary cases was not as good as with manual contact tracing
if certain, strong assumptions are made. Importantly, there is very
little empirical evidence evaluating the eIectiveness of digital
solutions for contact tracing during an outbreak.

We found no published, direct evidence evaluating the
eIectiveness of digital contact tracing solutions on identifying
contextual information about contacts, identifying the
acceptability and accessibility of the digital solution, identifying
privacy or safety concerns for diIerent digital contact tracing
solutions, or identifying ethical concerns from diIerent contact
tracing solutions when compared to traditional contact tracing
methods or when compared to other digital contact tracing
solutions. Our findings closely align with another recent
review evaluating automated contact tracing (Braithwaite 2020).
Researchers similarly found that contact tracing apps could identify
a more complete contact history and follow-up, and potentially
reduce times to isolation, but the evidence largely rested with
modelling studies and empirical evidence outside of the COVID-19
setting.

As automatic contact tracing solutions aim to identify more close
contacts, the consequences this may have on contact tracing teams
within public health agencies need to be carefully considered. In
fact, as the number of close contacts increases for an index case,
so too will the amount of time needed to complete contact tracing
for that index case. The accuracy of the tools used to identify close
contacts is paramount, as to avoid over-burdening the contact

tracing teams with clinically unimportant contacts identified with
digital solutions. Further, negative unintended consequences that
could be realised with these solutions could be the very large
number of uninfected people quarantined (mirroring a small-scale
lockdown). For example, Hinch and colleagues found that recursive
contact tracing could suppress COVID-19 epidemic growth even
with pessimistic assumptions, but they also found that the largest
number of uninfected people would be quarantined (Hinch 2020).

Most studies do not define or oKen even discuss the implications
of centralised compared to decentralised digital contact tracing
systems. The diIerent systems relate to where contact data are
stored. Apple and Google’s exposure notification system is the
most publicly discussed decentralised system whereby contact
data are stored on individual users’ phones and individuals are
notified of their potential exposure independent of the government
contact tracing infrastructure. While providing additional privacy to
individuals from governments, the lack of integration with contact
tracing infrastructure would likely undermine the eIectiveness
of decentralised systems due to the reduced likelihood of
people isolating without manual follow-up from contact tracers
and reducing the potential eIectiveness of a contact tracer’s
case investigations. The trade-oIs between decentralised and
centralised digital contact tracing systems are not suIiciently
discussed in the included papers, but are a central consideration in
the development and implementation of digital solutions.

Agreements and disagreements with other studies and
reviews

It is important to note that we are unaware of any published
(preprint or otherwise) study of empirical, individual-level data
evaluating the eIectiveness of any automatic digital solution for
contact tracing conducted during an active epidemic. Helmich and
colleagues, however, used RFID to retrospectively identify close
contacts to pertussis patients in a hospital setting (Helmich 2017).
We know of at least one preprint study that attempted to assess
a digital tool in an active COVID-19 outbreak in the UK (Kendall
2020). However, this study relied on aggregated incidence data and
adopted an ecological study design so that the observed reduction
in cases could not be attributed to the digital tool. In the absence of
publicly available evaluations, early media reports have concluded
that national-based digital solutions, like those implemented in
Australia and Singapore, have had limited eIect on the pandemic.
For example, not one additional contact was found by the digital
contact tracing tool during the recent outbreak in Victoria, Australia
(Taylor 2020). Future research needs to look at individual-level
data to determine the eIectiveness of the digital solution, and
there is an urgent need for governments to enable robust and
independent evaluations of their digital tools. We are aware of
at least two additional modelling studies that were not yet in
preprint form at the time of our search and have not yet been peer-
reviewed (Cencetti 2020; Lambert 2020). These modelling studies
evaluate either generic contact tracing strategies or overview an
agnostic digital proximity tracing app in the context of COVID-19.
Further, there is an ongoing mobile health interventional study in
Uganda which is evaluating home-based TB contact investigations
(Ayakaka 2020). This ongoing study may provide further evidence
regarding the eIectiveness of digital contact tracing solutions in
specific settings, though to date we are unaware of any published
data from this study. We plan to update this review as new evidence
becomes available.
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Completeness and applicability of evidence

As with any healthcare intervention, the decision on whether, and
how, to use contact tracing technologies in epidemics needs to
be based on evidence. The eIectiveness of these technologies
is largely unproven in real-world scenarios, so the impact on
controlling COVID-19 infection rates is unclear. The technologies are
reliant on accurately detecting close contacts and secondary cases,
evidence for which is not yet available. National government social
distancing guidance can also diIer between countries (generally
1 metre versus 2 metres), which will have an impact on the
accuracy of the technologies to capture all true transmissions. One
modelling study using a close contact definition of 2 metres for 15
minutes or more estimated that to detect 4 out of 5 true secondary
cases from an infected individual, 36 contacts would need to be
traced (Keeling 2020).

The implications of false positives (reports of exposure when
no close contact event occurred or the interaction was not
clinically relevant) and false negatives (when exposure should have
been reported but it was not) must be understood in real-world
scenarios. False positives could burden communities with repeated
requests to isolate, in addition to the contact tracing teams. Those
in high-density communities could be more at risk of repeated false
positives, which would aIect an individual’s ability to work and live.
Living in high-density communities is generally associated with
those with lower socio-economic status, which could exacerbate
societal inequities.

Analyses have shown that the majority of a population would
need to enrol and actively participate in contact tracing for it to
be eIective (Kim 2020). To maximise enrolment and participation,
especially for voluntary technologies, national governments need
to understand the impact of diIerent personal preferences,
sociodemographic characteristics and public sentiment. The
majority of the public appears to support app-based contact
tracing solutions, according to a large survey recently conducted
in the UK, USA, France, Germany and Italy (Altmann 2020). The
researchers found that there were high levels of support, with
approximately three-quarters of those surveyed from each country
saying they would probably or definitely install an app onto their
phone (Altmann 2020). However, real-world attempts to implement
digital technologies suggest a disconnect between intent and
action. Apps in Singapore and Australia have received less than 25%
uptake, of which, at least half are likely to be non-compliant users.

There is a need for consensus and evidence-based standards that
consider what personal data to collect, how data are collected
(automatic versus manual), how data are stored and secured
(centrally storing data or storing data on individual’s devices), how
long data are held, what tests are used within the technologies
(these should be validated and consistent across technologies),
among other considerations (Nature 2020). The need for standards
is even more important as national responses to COVID-19 include
many countries developing their own, slightly diIerent, contact
tracing technologies. Developers will need to be transparent about
the limitations of these technologies, otherwise it will erode public
trust. For example, in Belgium, the government has already paused
implementation of contact tracing technologies as part of its
COVID-19 responses based on some of these concerns (Vandamme
2020).

South Korea has been regarded as a country to have benefited
from including contact tracing technologies as part of their
national responses to COVID-19. However, South Korea’s response
also includes a comprehensive testing strategy, an established,
nationwide network of contact tracers, and the social license for
surveillance of individuals in the population that other countries
would be unlikely to accept, for example, accessing confidential
records, such as credit-card transactions (Korea CDC 2020).

Most studies in this review failed to explore even one equity
element, in particular, those modelling studies utilising individual-
based technologies such as smartphone apps. Any proposed
solution must place equity at the center of its development, testing
and implementation (WHO 2013). At-risk communities need to be
engaged early in the process, invited as co-developers and be
integrated into the dissemination and communication strategies.
COVID-19 has required unprecedented acceleration of policy to
fight the virus, however, health equity cannot be a casualty of
the need for rapid response measures. Failing to actively address
health equity in the COVID-19 response will result in ever-widening
inequalities that governments will be paying for in the decades to
come.

Privacy concerns regarding data access by snoopers, contacts and
the authorities have been identified, with a range of suggested
options for enhancing the privacy of user’s data (Cho 2020). A
number of methods for such contact tracing apps to identify cases
and contacts exist - primarily location data or proximity data, both
of which come with pros and cons when weighing up the potential
eIicacy of contact tracing apps versus user privacy concerns (Hart
2020). For example, the advantage of mobile GPS location data
over Bluetooth proximity data is that they can be used to identify
and warn users of high-risk areas to reduce surface transmission.
However, they are unable to identify whether two people have
been at the same place at the same time in close proximity to be
defined as a contact (Hart 2020). On the other hand, using Bluetooth
proximity data may be innately error-prone in identifying exposure
to a case, with an approximate error rate of 7% to 15% of both false
positive and false negative rates (UAB 2020).

In the context of technology use, privacy oKen refers to the
individual’s right to safeguard and control access to themselves
and their information. While manual contact tracing technologies
also present risks to individual privacy, the privacy risks from the
use of contact tracing technologies can occur at a larger scale.
Compared with manual methods, a larger number of entities
(ranging from individual users, to unauthorised parties/hackers,
technology developers and owners, third party services, public
health units, and government entities) have the potential to access
a greater amount of sensitive user information (user personal
details, anonymous IDs of those in proximity to users, disease and
exposure status, other health information, movement and location
information, social graph, device information; Redmiles 2020). For
example, the use of digital technologies allows for the potential of
data aggregation across multiple sources and subsequent user re-
identification, especially if third party services are involved in the
operation of the technology (Grundy 2019b).

There are multiple points in which privacy issues from contact
tracing technologies can occur (FPF 2020). These include:

• data collection (what is collected and how it is collected)

• data access (who can access and aggregate data)
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• data use (who can use it and for what purposes)

• data storage and retention (where it is stored, duration of
retention)

• data deletion (whether it is deleted, and if so, how it is deleted
and by whom)

As a moderately high uptake of contact tracing technologies by
the population is required for the technology to be eIective
at reducing epidemic growth, it is important to consider the
impact that real and perceived privacy risks have on the public’s
trust in the institutions developing and implementing these
policies, and their subsequent willingness to use these strategies.
The requirements for public trust and confidence will diIer
between individuals and between socio-political contexts. For
example, in states with democratic systems, this will likely include
publishing ethical principles or frameworks to guide the use of
contact tracing technologies, and collected user data; providing
explicit and justifiable answers to the above questions on data
protection; establishing oversight systems that are transparent
and accountable, eIective, and inclusive; developing and using
technologies that adhere to data protection laws and the highest
standards of security; and the availability of application protocols
and application programming interfaces (APIs) for public and
transparent auditing (Access Now 2020).

Our goal in this review was to evaluate the evidence of eIectiveness
of digital contact tracing solutions, not to evaluate all apps
currently in use. There are a number of resources currently
qualitatively evaluating the privacy and security of digital contact
tracing solutions (CCC 2020; O'Neill 2020). In brief, at the time of this
review, there are currently 29 automatic contact tracing apps used
that are supported by just as many countries’ governments. None
of these apps, to our knowledge, have published any empirical
evidence of eIectiveness.

Potential biases in the review process

There were very few qualitative data available in our identified
studies despite using citation searching on included studies,
reference list checking of the wider pool of potentially relevant
full-text studies and amending our protocol slightly to include
studies with any qualitative data at all (i.e. waiving our previously
stated exclusion of studies that provided qualitative data without
qualitative analysis). The quantitative evidence we identified was
not adequate for synthesising data. As such, our results and
conclusions are potentially more subjective to our interpretations.
However, we made an attempt to be very transparent with regards
to the evidence, to allow for the reader to make their own
interpretations. More extensive and iterative searching for key
texts might yield additional studies, for example, looking for grey
literature, contacting experts, and searching for apps in use by
name (Booth 2016). This would be an important aspect of our
methods to develop for future updates of this review. Lastly, there
were some aspects of the rapid review that may have impacted
our review. We used single review authors for data extraction,
'Risk of bias' assessments, and certainty of evidence assessments.
While a second review author checked these assessments, the
lack of dual, independent data extraction and analyses may have
introduced some error in our review. Regardless, as we double-
checked our work and collaborated as a team, we feel that this
review’s conclusions and findings are unlikely to be aIected by any
limitation introduced from the rapid review process.

A U T H O R S '   C O N C L U S I O N S

Implications for practice

We found that the eIectiveness of digital solutions is largely
unproven in real-world outbreak settings. However, multiple
mathematical models using diIerent assumptions and diIerent
scenarios agree that digital solutions have the capability of
reducing the epidemic growth if there is high utilisation together
with strong public health eIorts, and several cohort studies provide
very low certainty evidence that technology can produce more
reliable counts of contacts and reduce the time to complete contact
tracing in real-world epidemic settings.

When implementing contact tracing digital technologies,
governments should consider issues of privacy and equity. The
current COVID-19 pandemic is disproportionately aIecting ethnic
minorities, the elderly, and people living in high deprivation. These
health inequities could be magnified with the introduction of digital
solutions that do not consider these at-risk populations, who are
likely to have poor access to smartphones with full connectivity.
The design and implementation of health policies regarding digital
solutions for contact tracing should account for this to ensure that
digital tracing strategies are inclusive.

Implications for research

Stronger primary research on eIectiveness of contact tracing
technologies is needed, including studies that provide
appropriately analysed numerical estimates of eIectiveness, which
are at low risk of bias and conducted in real-world epidemic
settings. This includes research into how digital solutions may be
used in conjunction with manual systems, as digital solutions are
unlikely to be used in isolation. The current body of literature
also fails to explore equity issues adequately, and future studies
of digital solutions to contact tracing, including modelling studies
of individual-based technologies, should highlight the importance
of equity and diIerences in acceptability between subpopulations.
Lastly, future studies examining the eIectiveness of digital contact
tracing must make privacy concerns a primary research question,
as risks of privacy breaches are an important concern and barrier
to participation in digital contact tracing interventions during an
outbreak.
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Characteristics of included studies [ordered by study ID]

 

Study characteristics

Study design Cohort study

Intervention Contact tracing app used by contact tracers for data management

Disease/setting Ebola in Sierra Leone

  Physical contact with Ebola case (alive or dead) in previous 3 weeks

Notes  

Danquah 2019 

 
 

Study characteristics

Study design Modelling study

Adapted SIR model

Intervention Generic dual-network topology

Disease/setting Non-specific

  Not stated

Notes  

Farrahi 2014 

 
 

Study characteristics

Study design Modelling study

General mathematical model

Intervention Non-specific contact tracing app

Disease/setting COVID-19/non-specific

  Standard COVID-19 close contact definition

Ferretti 2020 
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Notes  

Ferretti 2020  (Continued)

 
 

Study characteristics

Study design Modelling study

Adapted SIR model

Intervention RFID-enabled sensors

Disease/setting School in France

  Not stated

Notes  

Fournet 2016 

 
 

Study characteristics

Study design Cohort study

Intervention Contact tracing app used by contact tracers for data management

Disease/setting TB in Botswana

  Not stated

Notes  

Ha 2016 

 
 

Study characteristics

Study design Cohort study

Intervention Wearable RFID-enabled badge, wireless linkage to readers

Disease/setting Pertussis in USA

  Healthcare worker with face-to-face contact with case in exam room or triage area

Notes  

Helmich 2017 
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Study characteristics

Study design Modelling study

Individual-based model

Intervention Non-specific contact tracing app with and without recursive

Disease/setting COVID-19/non-specific

  Standard COVID-19 close contact definition

Notes  

Hinch 2020 

 
 

Study characteristics

Study design Modelling study

Individual-based model

Intervention Non-specific contact tracing app

Disease/setting COVID-19 in UK

  Standard COVID-19 close contact definition

Notes  

Kucharski 2020 

 
 

Study characteristics

Study design Cohort study

Intervention Wireless ranging-enabled node-device

Disease/setting School in USA

  Device: face-to-face, within 6 feet, (183 cm) at least 20 seconds

Diary: record initials of the person they talked to or touched

Notes  

Leecaster 2016 

 
 

Study characteristics

Study design Cohort study

Mastrandrea 2015 
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Intervention RFID-enabled sensors

Disease/setting School in France

  Device: face-to-face, within 6 feet (183 cm), at least 20 seconds

Diary: record initials of the person they talked to or touched and duration of interaction

Notes  

Mastrandrea 2015  (Continued)

 
 

Study characteristics

Study design Cohort study

Intervention RFID-enabled sensors

Disease/setting School in USA

  Device: face-to-face < 2 metres

Survey: 1-day recall of contacts who were maximum of 2 arm-lengths apart, at least 10 words spoken,
and at school

Notes  

Smieszek 2014 

 
 

Study characteristics

Study design Modelling study

Adapted SIR model

Intervention Generic dual-network topology

Disease/setting Non-specific

  Not stated

Notes  

Yasaka 2020 

RFID: radio-frequency identification-enabled; SIR: susceptible-infected-recovered; TB: tuberculosis
 

Characteristics of excluded studies [ordered by study ID]

 

Study Reason for exclusion

Chen 2020 No comparisons
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Study Reason for exclusion

EisenkraK 2018 No comparisons

Menon-Johansson 2018 No comparisons

Sacks 2015 Case study

Tom-Aba 2018 No comparisons

Tom-Aba 2020 No comparisons

Van Hest 2016 Case identification rather than contact tracing

Voirin 2015 No comparisons

White 2018 No comparisons

 

Characteristics of studies awaiting classification [ordered by study ID]

 

Notes This is an ecologic investigation of the impact of a Test, Trace, Isolate programme in the UK.

Kendall 2020 

 

Characteristics of ongoing studies [ordered by study ID]

 

Study name Mobile health for implementation of home-based TB contact investigation in Uganda

Starting date 27 August 2014

Contact information ayakaka@gmail.com Irene Ayaka--Project Manager

Notes This is an ongoing interventional study.

Ayakaka 2020 

 
 

Study name n/a This is a modelling study of an agnostic digital proximity tracing app

Starting date First available on 2 July 2020. Not yet peer-reviewed

Contact information gcencetti@fbk.eu Giulia Cencetti is the lead author of this not-yet published modelling study

Notes  

Cencetti 2020 

 
 

Study name n/a This is a modelling study of generic contact tracing strategies in addressing COVID-19

Lambert 2020 
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Starting date First available on 8 May 2020. Not yet peer-reviewed

Contact information amaury.lambert@college-de-france.fr Amaury Lambert is the lead author on this not-yet published
modelling study

Notes  

Lambert 2020  (Continued)
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Author Confound-
ing

Selection
of partici-
pants

Classifica-
tion of in-
terventions

Deviations
from intend-
ed interven-
tions

Missing data Measurement of out-
comes

Selection
of reported
result

Overall risk of
bias

Danquah 2019 No No No No Probably Yesa Probably Yesb No Moderate

Helmich 2017 No Yesc No No Probably Yesa No No Moderate

Ha 2016 No No No No Probably Yesa Probably Yesb No Moderate

Leecaster 2016 No Yesd No Yese Probably Yesa Probably Yesb No Serious

Mastrandrea 2015 No Yesd No Yese Probably Yesa Probably Yesb No Serious

Smieszek 2014 No Yesd No Yese Probably Yesa Probably Yesb No Serious

Table 1.   Summary of ROBINS-I signalling questions for included cohort studies 

aMissing data risk will always be a serious threat in contact tracing as the true number of close contacts is rarely known.
bParticipants knew they would have to report the number of close contacts throughout the study. As a result, they could possibly report diIerently than they would have had
they not known.
cStudy of successive patients over only two months, very few cases.
dAs students were volunteers, their desire to participate may have biased their results.
eNot all participants reported close contacts on a daily basis, and not all of those wearing devices self-reported contacts.
 
 

Outcome Number
of studies

Con-
founding

Selection of
participants

Classification
of interven-
tions

Deviations from
intended inter-
ventions

Missing
data

Measurement of
outcomes

Selection of
reported re-
sult

Overall risk
of bias

Identifying close
contacts

2 Low Moderatea Low Low Moderateb Moderatec Low Serious

Time spent for
data manage-
ment

1 Low Low Low Low Moderateb Moderated Low Serious

Table 2.   'Risk of bias' assessments for cohort studies (using ROBINS-I) 

aOne of two studies included only successive patients over only two months.
bMissing data risk will always be a serious threat in contact tracing as the true number of close contacts is rarely known.
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cIn one of two studies, participants knew they would have to report the number of close contacts throughout the study. As a result, they could possibly report diIerently than
they would have had they not known.
dIn this study, participants knew that they would have to report the number of close contacts throughout the study. As a result, they could possibly report diIerently than they
would have had they not known.
 
 

Study Was
there
a clear
state-
ment
of
aims?

Was a
quali-
tative
method-
olo-
gy ap-
propri-
ate?

Was
the re-
search
design
appro-
pri-
ate?

Was
the re-
cruit-
ment
strate-
gy ap-
propri-
ate?

Were
da-
ta
col-
lect-
ed
in
a
way
that
ad-
dressed
the
re-
search
is-
sue?

Was
the
rela-
tion-
ship
be-
tween
re-
searcher
and
par-
tici-
pants
ade-
quate-
ly
con-
sid-
ered?

Were
ethical
issues
tak-
en in-
to con-
sidera-
tion?

Was
data
analy-
sis
suffi-
ciently
rigor-
ous?

Was
there
a clear
state
ment
of
find-
ings?

How
valu-
able is
the re-
search?

Overall assessment of methodological limitations

Dan-
quah
2019

Yes Yes Yes Un-
clear

Yes No Yes Un-
clear

Yes Useful Qualitative research methods used, but little information on
how the analysis was done and very brief statement of data in
the paper. Little information on respondents

Ha
2016

Yes Yes No Un-
clear

No No Yes No No Mar-
ginal

This study did not use a robust qualitative method. They
analysed free-text responses in a survey. No discussion of re-
spondents' relationship to those providing the survey or meth-
ods of analysis.

CASP: Critical Appraisal Skills Programme (CASP 2020)

Table 3.   Assessment of methodological limitations (adapted CASP) 
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Study Was the
model a
dynamic
transmis-
sion model?

Were uncer-
tainty analy-
ses on main as-
sumptions per-
formed?

Is there a transparent presentation
of infectious diseases models (e.g.
differential equation or behaviour of
agents specified)?

Quality

Farrahi 2014 Yes Yes Yes No or minor concerns only

Ferretti 2020 Yes Yes Yes No or minor concerns only

Fournet 2016 Yes Yes Yes No or minor concerns only

Hinch 2020 Yes Yes No Major concerns

Kucharski 2020 Yes Yes Unclear Moderate concerns

Yasaka 2020 Yes Yes Unclear Moderate concerns

ISPOR: International Society for Pharmacoeconomics and Outcomes; SMDM: Society for Medical Decision Making

Table 4.   'Risk of bias' assessments for modelling studies (using ISPOR-SMDM recommendations) 
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    Outputs Inputs

Modelling

Paper

Parameters R e4 R e4 re-

duction

Daily
growth
rate

R 0 Lag:

symp-
toms →
test

Lag:

test →

contact
quaran-
tine

Fraction
true con-
tacts traced

(= uptake2 *
sensitivity)

Effec-
tive-
ness
of con-
tact
quar-
antine

Effec-
tive-
ness
of case
isola-
tion

Kucharski 2020 a Baseline 2.6 0%   2.6     0% 0% 0%

Kucharski 2020 a SI 1.7 −35%   2.6 2.6 0 0% 0% 90%

Kucharski 2020 a SI + manual trace 100% con-
tacts

1.1 −58%   2.6 2.6 0 100% 100% 90%

Kucharski 2020 a SI + app-based trace 53%
contacts

1.4 −44%   2.6 2.6 0 53% 100% 90%

Ferretti 2020 Baseline 2.0 0% 0.14 2     0% 0% 0%

Ferretti 2020 SI 1.9 −7% 0.12 2 2.6 0 0% 0% 90%

Ferretti 2020 SI + manual trace 100% con-
tacts

0.9 −57% −0.02 2 2.6 0 100% 100% 90%

Ferretti 2020 SI + app-based trace 53%
contacts

1.4 −32% 0.05 2 2.6 0 53% 100% 90%

Hinch 2020                    

Yasaka 2020 b               50%   100%

R e4: effective reproductive number; R 0: basic reproduction number; SI: self isolation

Table 5.   Modelling summaries/assumptions 

aContact network based on BBC Pandemic dataset; includes asymptomatic spread.
bDefault values given. Simple SIR (susceptible-infected-recovered) model; all parameters can be varied; curves of population proportion of infection given with/without tracing
tyleryasaka.shinyapps.io/covidwatch/.
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Study Intervention Control Direction of effect

(↑: increased benefit;

↔ equivocal;

↓ decreased benefit)

  Non-outbreak setting

  Number of close contacts identified

Leecaster 2016 5592a 711b ↑

Mastrandrea 2015 488 287 ↑

Smieszek 2014 1074c 392d ↑

  Outbreak setting

  Number of close contacts identified

Danquah 2019 36e 16e ↑

  Mean duration of time from case registration to contact as-
signment

   

Danquah 2019 4.3 hours 23.4 hours ↑

  Mean duration of total time from case registration to first visit
of contacts

   

Danquah 2019 73.2 hours 70.2 hours ↓

  Median time spent for data management per close contact    

Ha 2016 2.8 minutesf 5.0 minutesf ↑

Helmich 2017 45a 13b ↑

Table 6.   Direction of e4ects in cohort studies 

aNumber of recorded contacts by device/intervention only.
bNumber of recorded contacts by self-report/control only.
cThe number of close contacts 15 minutes or more identified with device.
dThe number of close contacts 15 minutes or more identified through self-report.
eAverage contacts per case.
fMedian time spent with contacts of adult cases.
 
 

App/digital solution Privacy from
snoopers

Privacy from con-
tacts

Privacy from authorities

Table 7.   Privacy/security summaries among solutions included in reviewa 
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Exposed
user

Diag-
nosed
user

Exposed user Diagnosed user

Contact tracing app used
by contact tracers for data
management

Password pro-
tected only

Yes Yes No. Exposure status known
to tracers

No. Diagnosis status known
to tracers

Wearable RFID-enabled
badge, wireless linkage to
readers

Linkage attacks
possible

Yes Yes Yes. Local affiliated re-
searcher access only

Yes. Local affiliated re-
searcher access only

Wireless ranging enabled
node-device

Linkage attacks
possible

Yes Yes Yes. Local affiliated re-
searcher access only

Yes. Local affiliated re-
searcher access only

RFID-enabled sensors Linkage attacks
possible

Yes Yes Yes. Local affiliated re-
searcher access only

Yes. Local affiliated re-
searcher access only

RFID: radio-frequency identification-enabled

Table 7.   Privacy/security summaries among solutions included in reviewa  (Continued)

aAdapted from Cho 2020. There are dozens of apps and digital solutions currently in use or being considered, but none with published data.
 
 

Review finding CERQual as-
sessment of
confidence in
the evidence

Explanation of CERQual assessment Studies con-
tributing to
the review
finding

Use of digital data management systems may be
more effective for identifying secondary cases than
paper systems since they allow more efficient con-
tact monitoring

Low We had moderate concerns about the
adequacy of data and methodological
quality, and substantial concerns about
relevance and coherence

Danquah 2019

Use of digital data management systems may be
more effective for identifying close contacts than
paper systems because paper forms may be prone
to loss

Low We had substantial concerns about ade-
quacy of data and methodological qual-
ity, and moderate concerns about rele-
vance and coherence

Ha 2016

Use of digital data management systems may en-
able faster identification of a set of close contacts
than paper systems because they enable greater
efficiency in data entry and management

Low We had substantial concerns about ade-
quacy of data, methodological quality,
relevance and coherence

Danquah 2019;
Ha 2016

Contact tracing teams prefer digital data manage-
ment systems over paper systems

Moderate We had moderate concerns about
methodological quality and adequacy of
data

Danquah 2019;
Ha 2016

Digital data management systems are less accessi-
ble than paper systems in certain settings

Moderate We had minor concerns about adequacy
of data

Danquah 2019;
Ha 2016

Both digital and paper data management systems
raise concerns about loss of privacy due to acci-
dental or malign data loss

Moderate We had moderate concerns about ade-
quacy of data

Danquah 2019;
Ha 2016

CERQual: Confidence in the Evidence from Reviews of Qualitative Research

Table 8.   Summary of qualitative findings and CERQual assessment 
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Out-
come

Num-
ber
of
stud-
ies

Risk of bias Inconsis-
tency

Indirect-
ness

Imprecision Other con-
siderations

Summary direction of effect/outcome (↑: increased benefit; ↔
equivocal; ↓ decreased benefit)

Certainty
of the evi-
dence

Iden-
ti-
fy-
ing
sec-
ondary
cas-
es

2
mod-
el-
ling
stud-
ies
es-
ti-
mat-
ing
epi-
dem-
ic
growth

Seriousa Consistent Indirectc Precise None Ferretti 2020 model shows 26% R eI reduction if digital solution

AND SI used, compared to 53% R eI reduction if manual contact

tracing used

Kucharski 2020 model shows 18% R eI reduction if digital solution

AND SI used, compared to 35% R eI reduction if manual contact

tracing used

Low

Iden-
ti-
fy-
ing
close
con-
tacts

2
co-
hort
stud-
ies

Seriousa,b Consistent Indirectd Imprecisee None Danquah 2019 ↑ Helmich 2017 ↑ Very low

Time
spent
for
da-
ta
man-
age-
ment

1
co-
hort
study

Seriousa Consistent Direct Imprecisee None Ha 2016 ↑ Very low

R e4: effective reproductive number; SI: self-isolation

Table 9.   Certainty of evidence ratings for the e4ectiveness of digital contact tracing for cases in an epidemic setting 

aMissing data risk will always be a serious threat in contact tracing as the true number of close contacts is rarely known.
bStudy of successive patients over only two months, very few cases.
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cModelling studies did not make direct comparisons between digital contact tracing and manual contact tracing, instead making indirect comparisons with dissimilar parameters.
Further, the modelling studies did not consider more pragmatic comparisons (e.g., digital solution PLUS manual contact tracing vs manual contact tracing alone). Lastly, the
assumptions regarding the eIectiveness of manual contact tracing (90-100%) and the uptake of digital contact tracing solutions (53%) were strong and influential on the eIect
estimates.
dStudies not conducted in similar disease settings and may not be comparable or generalisable.
eFew cases were identified to get information regarding close contacts.
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A P P E N D I C E S

Appendix 1. Search strategies

Database(s): Ovid MEDLINE(R) and Epub Ahead of Print, In-Process & Other Non-Indexed Citations, Daily and Versions(R) 2000 to 5
May 2020

Search strategy:

 

# Searches Results

1 exp Coronavirus/ 13132

2 exp Coronavirus Infections/ 11636

3 (coronavirus* or 2019-nCoV or 2019 ncov or nCov or covid-19 or covid19 or sars-
cov-2 or sars or sarscov2 or sarscov-2 or sars-coronavirus-2 or sars corona virus or
sars-like coronavirus novel coronavirus or novel corona virus or covid* or pneumo-
nia or severe acute respiratory syndrome or coronavirus 2 or coronavirus infection*
or coronavirus disease or corona virus disease or new coronavirus or new corona
virus or new coronaviruses or novel coronaviruses or severe acute respiratory syn-
drome coronavirus-2 or respiratory infectious disease* or acute respiratory disease*
or middle-east respiratory syndrome or mers or tuberculosis or influenza or pan-
demic* or epidemic* or zika or ebola).tw,kf.

551732

4 (COVID-19 or COVID-19 drug treatment or COVID-19 diagnostic testing or COVID-19
serotherapy or COVID-19 vaccine or severe acute respiratory syndrome coronavirus
2).ps.

301

5 exp Communicable Diseases/ 35098

6 exp Epidemics/ 16708

7 exp Respiratory Tract Infections/ 355428

8 or/1-7 765481

9 exp Contact Tracing/ 4269

10 (contact adj3 (trac* or examination or screening or management or investiga-
tion)).tw,kf.

3945

11 transmission dynamics.tw,kf. 3284

12 or/9-11 10380

13 exp Wearable Electronic Devices/ 11301

14 exp computer communication networks/ 91431

15 exp Telecommunications/ 90466

16 exp Mobile Applications/ 5615

17 *Smartphone/ 2876
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18 (Smartphone application* or wearable electronic device* or wearable* or smart-
phone* or smart phone* or cell phone* or cellular phone* or mobile phone* or dig-
ital solution* or GPS device* or GPS track* or ICTs or Bluetooth or health apps or
health application* or eHealth or mHealth or mobile app*or movement mapping or
digital technolog* or digital health or smart watch* or application programming in-
terface* or telemedicine or digital contact tracing or automated data entry or auto-
mated software or data capture).tw,kf.

57842

19 or/13-18 219289

20 8 and 12 and 19 67

21 animals/ not (humans/ and animals/) 4662726

22 20 not 21 64

23 limit 22 to yr="2000 -Current" 64

     

  (Continued)

 
Database(s): Embase

Search strategy:

No.

Query

Results

90

#20

#7 AND #11 AND #18 AND [2000-2020]/py

91

#19

#7 AND #11 AND #18

664,425

#18

#12 OR #13 OR #14 OR #15 OR #16 OR #17

622,133

#17

'wearable electronic device*':ab,ti OR wearable*:ab,ti OR smartphone*:ab,ti OR 'smart phone*':ab,ti OR 'cell phone*':ab,ti OR
'cellular phone*':ab,ti OR 'mobile phone*':ab,ti OR 'digital solution*':ab,ti OR 'gps device*':ab,ti OR 'gps track*':ab,ti OR icts:ab,ti
OR bluetooth:ab,ti OR 'health apps':ab,ti OR 'health application*':ab,ti OR ehealth:ab,ti OR mhealth:ab,ti OR 'mobile app*':ab,ti OR
'movement mapping':ab,ti OR digital* OR 'smart watch*':ab,ti OR 'application programming interface*':ab,ti OR telemedicine:ab,ti
OR automat*:ab,ti OR 'data capture':ab,ti OR api:ab,ti OR apis:ab,ti OR iphone*:ab,ti OR ipad*:ab,ti OR 'mobile device*':ab,ti OR
tracetogether:ab,ti OR covidsafe:ab,ti

14,719
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#16

'computer network'/exp

43,855

#15

'telehealth'/exp

3,549

#14

'wearable computer'/exp

11,808

#13

'smartphone'/de

11,219

#12

'mobile application'/exp

11,043

#11

#8 OR #9 OR #10

3,663

#10

'transmission dynamics':ab,ti

4,910

#9

(contact NEAR/3 (trac* OR examination OR screening OR management OR investigation)):ab,ti

3,831

#8

'contact examination'/de

964,149

#7

#1 OR #2 OR #3 OR #4 OR #5 OR #6

455,953

#6

'respiratory tract infection'/exp

31,434

#5

'communicable disease'/exp
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107,280

#4

'epidemic'/de

639,567

#3

coronavirus*:ab,ti OR '2019 ncov':ab,ti OR ncov:ab,ti OR 'covid 19':ab,ti OR covid19:ab,ti OR 'sars cov 2':ab,ti OR sars:ab,ti OR
sarscov2:ab,ti OR 'sarscov 2':ab,ti OR 'sars coronavirus 2':ab,ti OR 'sars corona virus':ab,ti OR 'sars-like coronavirus':ab,ti OR 'novel
coronavirus':ab,ti OR 'novel corona virus':ab,ti OR covid*:ab,ti OR pneumonia:ab,ti OR 'severe acute respiratory syndrome':ab,ti
OR 'coronavirus 2':ab,ti OR 'coronavirus infection*':ab,ti OR 'coronavirus disease':ab,ti OR 'corona virus disease':ab,ti OR 'new
coronavirus':ab,ti OR 'new corona virus':ab,ti OR 'new coronaviruses':ab,ti OR 'novel coronaviruses':ab,ti OR 'severe acute
respiratory syndrome coronavirus-2':ab,ti OR 'middle-east respiratory syndrome':ab,ti OR mers:ab,ti OR tuberculosis:ab,ti OR
influenza:ab,ti OR pandemic*:ab,ti OR epidemic*:ab,ti OR zika:ab,ti OR ebola:ab,ti

3,638

#2

'coronavirus infection'/de

20,607

#1

'coronavirinae'/exp

Database(s): CENTRAL

#1 MeSH descriptor: [Coronavirus] explode all trees 27

#2 MeSH descriptor: [Coronavirus Infections] explode all trees 240

#3 (coronavirus* or "2019-ncov" or nCov or "covid 19" or covid19 or "sars cov 2" or sars or "sarscov-2" or "sarscov-2" or "sars coronavirus-2"
or "sars corona virus" or "sars-like coronavirus" or "novel coronavirus" or "novel corona virus" or covid* or pneumonia or "severe acute
respiratory syndrome" or "coronavirus 2" or (coronavirus NEXT infection*) or "coronavirus disease" or "corona virus disease" or "new
coronavirus" or "new corona virus" or "new coronaviruses" or "novel coronaviruses" or "severe acute respiratory syndrome coronavirus-2"
or (respiratory NEXT infectious NEXT disease*) or (acute NEXT respiratory NEXT disease*) or "middle east respiratory syndrome" or mers
or tuberculosis or influenza or pandemic* or epidemic* or zika or ebola):ti,ab,kw 31474

#4 MeSH descriptor: [Communicable Diseases] explode all trees 551

#5 MeSH descriptor: [Epidemics] explode all trees 89

#6 MeSH descriptor: [Respiratory Tract Infections] explode all trees 14596

#7 {OR #1-#6} 38759

#8 MeSH descriptor: [Contact Tracing] explode all trees 73

#9 (contact NEAR/3 (trac* or examination or screening or management or investigation)):ti,ab,kw 328

#10 "transmission dynamics":ti,ab,kw 43

#11 {OR #8-#10} 371

#12 MeSH descriptor: [Wearable Electronic Devices] explode all trees 405

#13 MeSH descriptor: [Computer Communication Networks] explode all trees 3920

#14 MeSH descriptor: [Telecommunications] explode all trees 6212

#15 MeSH descriptor: [Mobile Applications] explode all trees 580

#16 MeSH descriptor: [Smartphone] explode all trees 345
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#17 ((smartphone NEXT application*) or (wearable NEXT electronic NEXT device*) or wearable* or smartphone* or (smart NEXT phone*)
or (cell NEXT phone*) or (cellular NEXT phone*) or (mobile NEXT phone*) or (digital NEXT solution*) or (GPS NEXT device*) or (GPS NEXT
track*) or ICTs or Bluetooth or "health apps" or (health NET application*) or eHealth or mHealth or (mobile NEXT app*) or "movement
mapping" or (digital NEXT technolog*) or "digital health" or (smart NEXT watch*) or (application NEXT programming NEXT interface*) or
telemedicine or "digital contact tracing" or "automated data"):ti,ab,kw 13084

#18 {OR #12-#17} 19708

#19 #7 and #11 and #18 14

Appendix 2. Characteristics of studies with qualitative data
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Study ID Country Respondents Characteristics of re-
spondents

Intervention Disease Setting Data collection
method

Method of
analysis

Danquah
2019

Sierra Leone Contact tracing
workers in the
healthcare system

n = 3

Gender: not stated

Socioeconomic status: not
stated

Smart phone-
based data
collection app

Ebola Real-world
epidemic

Semi-structured inter-
views with topic guide.
Focus group discus-
sion

Thematic
analysis

Ha 2016 Botswana Contact tracing
workers in the
healthcare system

n = 2

Gender: male

Socioeconomic status: not
stated

Smart-
phone-based
data collec-
tion app

Tuberculo-
sis

Real-world
epidemic

Free-text boxes within
a survey

Not stated
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D I F F E R E N C E S   B E T W E E N   P R O T O C O L   A N D   R E V I E W

We amended our protocol (PROSPERO Protocol CRD42020188946; Anglemyer 2020), slightly to include studies with any qualitative data
(i.e. waiving our previously stated exclusion of studies that provided qualitative data without qualitative analysis). Additionally, though not
explicitly stated, we used R eI to address outcomes related to identifying secondary cases, as R eI refers directly to enumerating secondary

cases from index cases.

The published protocol with PROSPERO does not specifically list the Embase databases as a possible source of identified studies. Further,
how the data were extracted (i.e. the number of data extractors, whether they were dual, independent extractions or split) was not included
in the published PROSPERO protocol.
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